3GPP TSG SA WG3 (Security) Meeting #86	S3-17039940
6-10 February 2017 Sophia Antipolis (France)	revision of S3-17034038
	
Source:	NTT DOCOMO
Title:	Questions on Key Issue #1.8: UEs with asymmetric keys
Document for:	Agreement
Agenda Item:	8.4.1
Work Item / Release:	Rel-14
Abstract of the contribution: This contribution proposes two questions and an interim agreement for KI1.8, namely to decide on usage of network public key in phase 1 and postpone a decision on UE private key to phase 2. 
There was a copy paste error in the previous contribution. This contribution updates S3-170338 with 
X.1.#KI8#.y.1 Description of Question
This question addresses whether a UE should contain one or multiple public keys to be used with an associated network private key.

1. Introduction
In this document we treat the clause 5.1.3.8 and propose the related questions.
2. Analysis of question
The key issue addresses the need for:
-	One or multiple private keys in the UE
-	for equipment identifier authentication
-	for user authentication
-	for non-AKA based authentication
-	for remote credential provisioning
-	One or multiple public keys belonging to networks in the UE
-	for serving network authentication
-	for securing identifiers to sent to the home network
We propose to add the two questions and since there are no solutions addressing this problem we also propose an interim agreement.
3. Proposal for Agreement
3.1 Proposal for agreement for private keys in the UE
All of the proposed uses for private UE keys could be introduced at a later stage, i.e. phase 2:
-	for equipment identifier authentication: equipment without private keys doesn't pose a downgrade attack problem, because it could be rejected once such a solution is in place.
-	for user authentication: because user authentication mechanisms are device specific anyways (e.g. fingerprint readers, iris scanners have different formats in which they are saving the templates), it would be possible to introduce an asymmetric crypto based user authentication mechanism on a device by device basis. 
-	for non-AKA based authentication: because authentication mechanism selection in e.g. EAP is based on the subscription identifier, it is possible to add non-AKA based authentication on a subscription by subscription basis.
-	for remote credential provisioning: this can be seen as a special case of non-AKA based authentication. If the selected authentication framework is general enough, then there is no issue with adding the functionality in phase 2.

3.2 Proposal for agreement for public network keys
Introduction of public network keys for authentication of network components needs to be done from the start, as otherwise there could be downgrade attacks. For subscription identifier privacy this might be added later by the home network, assuming the identifiers provide enough bits and if it is accepted that routing information can be exposed.
4. Proposal
**** Beginning of change **** 

X.1 Questions and Agreements for security area #1
[…]
X.1.#KI8# Questions and Agreements for Key Issue #1.8
X.1.#KI8#.0 Questions in other clauses affecting this key issue
Questions affected the questions on Equipment identifier authentication (Key Issue #2.4), Non-AKA-based authentication (Key Issue #2.5), Remote credential provisioning for IoT devices (Key Issue #12.2), as well as AS security during RRC idle mode (Key Issue #4.1) and Key issue #7.1 Subscription identifier privacy
X.1.#KI8#.x Private keys in the UE
X.1.#KI8#.x.1 Description of Question
This question addresses whether a UE should contain one or multiple private keys to be used with an associated public key.
X.1.#KI8#.x.2 Interim Agreement
.
X.1.#KI8#.y Public network keys
X.1.#KI8#.y.1 Description of Question
This question addresses whether a UE should contain one or multiple public keys to be used with an associated network private key.
X.1.#KI8#.y.2 Interim Agreement
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